SECRET//REL-TO USA, [ 14@) USST |
r

0518252 MAY 16
FM: USCYBERCOM FT GEORGE G MEADE MD

TO: CDRUSACYBER FT BELVOIR VA

MARFORCYBERCOM FT MEADE MD

JFHQ CYBER FLTCYBER NAVY FT GEORGE G MEADE MD
COMFLTCYBERCOM FT GEORGE G MEADE MD

24AF LACKLAND AFB TX

JFHQ DODIN FT GEORGE G MEADE MD

CNMF FT GEORGE G MEADE MD

USCYBERCOM FT GEORGE G MEADE MD

INFO: JOINT STAFF WASHINGTON DC
HQ USAFRICOM STUTTGART GE

HQ USCENTCOM MACDILL AFB FL

HQ USEUCOM VAIHINGEN GE

CDR USNORTHCOM PETERSON AFB COC
HQ USPACOM HONOLULU HI

HQ USSOCOM MACDILL AFB FL

HQ USSOUTHCOM MIAMI FL

HQ USSTRATCOM OFFUTT AFB NE
CDR USTRANSCOM SCOTT AFB IL
COGARD CYBERCOM WASHINGTON DC
NSACSS FT GEORGE G MEADE MD

PASS TO: JFHQ-CYBER AIR FORCE LACKLAND AFB TX
JOINT STAFF//J39//WASHINGTON DC

/ / i [bm) Sac 1.4(a) USSC l
r

SUBJ: (U//EQUO) USCYBERCOM FRAGORD 01 TO TASKORD 16-0063 TO
ESTABLISH JOINT TASK FORCE (JTF)-ARES TO COUNTER THE ISLAMIC
STATE OF IRAQ AND THE LEVANT (ISIL) IN CYBERSPACE (S//REL TO
USA rb)(1)Sec1.4(a) ussc |

MSGID/ORDER/USCYBERCOM/16-0063/FRAGORD 01 TO TASKORD 16-0063 TO
ESTABLISH JOINT TASK FORCE (JTF)-ARES TO COUNTER THE ISLAMIC
STATE OF IRAQ AND THE LEVANT (ISIL) IN

CYBERSPACE/TASKORD/ (S//REL TO USA, [ @S |

REF/A/EXORD/ (U) EXORD TO IMPLEMENT UPDATED CYBERSPACE OPERATIONS
COMMAND AND CONTROL (C2) FRAMEWORK (S//REL TO USA,

c.rcs/onslzz FEB16/-//

REF/B/EXORD/ (U) OPERATION INHERENT RESOLVE (S)/CJCS/171531Z Oct
14/-//

SECRET//REL-TO USA , [P Sec 1 HalUSSC
I




SECRET//RELTO USA, [V Sec 1 4@USSC

REF/C/OPORD/ (U//FQUQ) USCYBERCOM OPORD 15-055 IN SUPPORT OF

OPERATION INHERENT RESOLVE (S//REL TO USA,
E2*="®)/uscYBERCOM/2919252 MAR 15/-//

REF/D/EXORD/ (S//RELTO USA [P o HmUsse
4

B)(1) Sec 1.4(a) USBC

[t ™™ [ (Ts//NOFORN) /CJICS/1820452 MAY 07/-//

REF/E/DOC/ (U) TRILATERAL MEMORANDUM OF AGREEMENT AMONG THE
DEPARTMENT OF DEFENSE, DEPARTMENT OF JUSTICE, AND THE
INTELLIGENCE COMMUNITY REGARDING COMPUTER NETWORK ATTACK AND
COMPUTER NETWORK EXPLOITATION (S//NF)/DNI/9 MAY 2007/-//

REF/F/OPORD/ (U//EQUQ) USCYBERCOM OPORD [PX!Sec T 4mUSSC

[P See T 4@ USSC | (8//REL TO USA, ACGU)/USCYBERCOM/05 JANUARY 2016/-
//

REF/G/OPORD/ ($//REL-T0 usA, [ "™ |yNITED STATES CENTRAL
COMMAND (USCENTCOM) OPERATIONS ORDER (OPORD) [ %' 4@US5C
(S//REL TO UsA, [PV5c™#@USSC lygcENTCOM/2515102 NOV 15/-77

REF/H/FRAGORD/ (U//FQUQ) USCENTCOM FRAGO 24-006 CYBERSPACE
OPERATIONS (S//REL TO USA, [P"S*M@USC | /yscENTCOM/192005Z2 DEC 15/-
/7

REF/I/DOC/ (U) INSTRUCTION/DEPARTMENT OF DEFENSE INSTRUCTION O-
3600.03, TECHNICAL ASSURANCE STANDARD (TAS) FOR COMPUTER NETWORK
ATTACK (CNA) CAPABILITIES (U)/USDI/19 Nov 2010/-//

REF/J/DOC/ {SLLREL—TO USA, [F7° *®0C " MT9STON ANALYSIS BRIEF
CYBER SUPPORT TO COUNTER ISIL (VERSION 34)
(TS//REL) /USCYBERCOM/12 APRIL 2016/-//

REF/K/TASKORD/ (U//FQUO) ADD. TASKORD 16-0063 TO ESTABLISH JOINT
TASK FORCE (JTF)-ARES TO COUNTER THE ISLAMIC STATE OF IRAQ AND

THE LEVANT (ISIL) IN CYBERSPACE (S//REL TO USA, [V5ec1e@usse i
USCYBERCOM/05MAY16/16-0063//

ORDTYP/TASKORD /USCYBERCOM/ /

TIMEZONE/Z//

NARR/ (S//REL-TO-USA, ["" % ¥ " |mprg TASKING ORDER (TASKORD)
DIRECTS UNITED STATES CYBER COMMAND (USCYBERCOM) TO ESTABLISH
JOINT TASK FORCE (JTF)-ARES, LED BY COMMANDER ARMY CYBER COMMAND

SECRET//REL-TC-USA, [PXV S Ta@0se ]
I




SECRET//RELTO-UsA, [P} Sec 4@l USSC
r

(CDRARCYBER) , TO COUNTER THE ISLAMIC STATE IN IRAQ AND THE
LEVANT (ISIL) IN CYBERSPACE, WITH INITIAL OPERATIONAL CAPABILITY

(IOC) NO LATER THAN (NLT) [X'S<™@USC |anp pULL OPERATIONAL
CAPABILITY (FOC) NLT [PM1dectay 77

GENTEXT/SITUATION/1l. (U) NO CHANGE.//

GENTEXT/MISSION/2. (S/A/REL-TO USA, [ "S5  loyaNGE. USCYBERCOM
will establish a JTF to C2 cyber forces IOT deny ISIL’'s use of

the cyberspace domain through a multipronged approach, focused
on B)(1) Sec 1.4(a) USSC
BT} Sec 1.4{a) USSC

IOT prevent attacks against the US and ccalition
partners, support the broader effortFtQ_diETantle TSIL [0S T HR S
- — B)(1) Sec 1.4(a) . ) Sec 1.4(a)}
- _ and posture for follow-on}jss CO with IOC of NLTE&C |
i and FOC of NLT[Y"%% " #aUssC | The JTF will be co-located
with the National Security Agency Washington (NSA-W) at Ft
Meade, MD.//

GENTEXT/EXECUTION/3.

3.A. (U) CONCEPT OF OPERATIONS. NO CHANGE.
3.B. (U) TASKS.

3.B.1. (U) USCYBERCOM J1. NO CHANGE.
3.B.2. (U) USCYBERCCM J2.

3.B.2.A. (U) NO CHANGE.

3.B.2.B. (U) NO CHANGE.

3.B.2.C. (U) NO CHANGE.

3.B.2.D. (U) NO CHANGE.

3.B.2.E. (U) NO CHANGE.

3.B.2.F. (U) NO CHANGE.

3.B.2.6. (U} NO CHANGE.

3.B.2.H. (U} NO CHANGE.

3.B.2.1I. (U//¥QUQ) CHANGE. Be prepared to (BPT) provide

personnel to JTF-RRES based on manning requirement approved by
CDRUSCYBERCOM. A JMD will be provided SEPCCR as part of a

o/ /REL TO USA rn)(1)Sec1.4(a} USSC
r




SECRET//REL-TO-USA, [PIS #& 0SST
r

fragmentation order (FRAGO) to this TASKORD once approved by
CDRUSCYBERCOM. Select personnel to be identified by the JTF-ARES
Commander must have taken NSA required classes for signals _
intelligence (SIGINT) Production Chain (SPC) access NLT F%‘é?:sa“‘m’
The reporting date for JTF-ARES main body personnel is
1000-1100, 10 May 2016. Report to address: 8605 6th Armored
Cavalry Rd, Fort Meade, MD 20755; fb’(e"“ssc _I

b)(3) USSC —— —

3.B.2.J. (U) NO CHANGE,

3.B.2.K. (U) NO CHANGE.

3.B.2.K.1. (U) NO CHANGE.

3.B.2.L. (U) NO CHANGE.

3.B.3. (U) USCYBERCOM J3.

3.B.3.A. (U) NO CHANGE,

3.B.3.B. (U) NO CHANGE.

3.B.3.C. (U) NO CHANGE.

3.B.3.D. (U) NO CHANGE.

3.B.3.E. (U) NO CHANGE.

3.B.3.F. (U) NO CHANGE.

3.B.3.G6. (U//FOUQ) CHANGE. BPT provide personnel to JTF-ARES
based on manning requirement approved by CDRUSCYBERCOM. A JMD
will be provided SEPCOR as part of a FRAGO to this TASKORD once
approved by CDRUSCYBERCOM. Select personnel to be identified by
JTF-ARES Commander personnel must have taken NSA required
classes for SPC access NLT [V '#@UssC The reporting date for

JIF-ARES main body personnel is 1000-1100, 10 May 2016. Report
to address: 8605 6 Armored Cavalry Rd, Fort Meade, MD 20755;

b}{3) USSC

3.B.3.H. (U) NO CHANGE.
3.B.3.I. (U) NO CHANGE.

3.B.3.J. (U} NO CHANGE.

SECRET//RELTO USA, [ SecTHUSST
r



SECRET//REL-TOUsh, [P0 14 USSC

3.B.3.K. (U) NO CHANGE.

3.B.3.L. (U) NO CHANGE.

3.B.3.M. (U) NO CHANGE.

3.B.4. (U) USCYBERCOM J4.

3.B.4.A. (U//EOUQ) CHANGE. ICW NSA Installation and Logistics
(I&L) and office of primary responsibility (OPR) space managers,
determine viable solutions for facilities, seating, and
logistics support for JTF-ARES personnel to reside within
applicable NSA Cryptologic Enterprise locations within NSA-W.
Provide cost estimates to USCYBERCOM J8 NLT 10 May 2016.

3.B.5. (U) USCYBERCOM J5. NO CHANGE.

3.B.6. (U} USCYBERCOM J6. NO CHANGE,

3.B.7. (U) USCYBERCOM J8. NO CHANGE.

3.B.8. (U) USCYBERCOM J9. NO CHANGE.

3.B.9. (U) STAFF JUDGE ADVOCATE (SJA). NO CHANGE.

3.B.10. (U) PUBLIC AFFAIRS OFFICE (PAO). NC CHANGE.

3.B.11. (U//¥QUQ) JTF-ARES.

3.B.11.A. (U) CHANGE. Conduct Commander’s estimate to determine
requirements and operational approach to accomplish
CDRUSCYBERCOM approved Lines of Effort (LOEs) and objectives as
described in Ref J with execution level details and timelines.
Include a refinement of previously developed Mission Analysis
(Ref J). Provide Commander’s estimate to CDRUSCYBERCOM NLT 7
June 2016.

3.B.11.B. (U) NO CHANGE.

3.B.11.C. (U) NO CHANGE.

3.B.11.D. (U//FQUQ) CHANGE. Achieve IOC and report status to
CDRUSCYBERCOM NLT [ SecT#@vsse I0C is defined as having teams
established for each of the five LOEs and the capacity to

perform the following functions: 1) Conduct planning in
Preparation for directing CO; 2) Participate in USCYBERCOM and

SECRET//RELTO USA, [P SecTHaUSSC




rb)m) Sec 1.4{a) USSC I
S'Ecm#ul' I o U SJ hl'

USCENTCOM targeting boards and processes; 3) Provide and
coordinate intelligence support for each of the LOEs.

3.B.11.E. (U//¥QUQ) CHANGE. Achieve FOC and report status to
CDRUSCYBERCOM NLT["" e 1 4@usse FOC is reached when JTF-ARES
demonstrates the ability to perform the following Missicn

Y g

. S 4{a) USSC
Essential Tasks;[?"%c"*® !
BY1) Sec 1.4(a) USSC |

BY1) Sec T4a) USaC —— —

IPlan and
direct CTUO; 4] Cocrdinate, integrate, synchronize, and deconflict
CO; 5) Transition Phase I C-ISIL planning and CO from USCYBERCOM
Headquarters (BQ), Service Cyber Components (SCCs) and Joint
Force Headquarters - Cyber (JFHQ-C) and conduct all Phase II
Planning and CO.

3.B.11.F. (U) NO CHANGE.

3.B.11.G. (U) NO CHANGE.

3.B.11.E. (U) NO CHANGE.
3.B.11.TI. (U) NO CHANGE.
3.B.11.J. (U) NO CHANGE.
3.B.11.K. (U) NO CHANGE.
3.B.11.L. (U) RO CHANGE,
3.B.11.M. (U) NO CHANGE.

3.B.12. (U) JFHQ-C (ARMY) / ARCYBER.
3.B.12.A. (U) NO CHANGE.
3.B.12.B. (U} NO CHANGE.
3.B.12.C. (U} NO CHANGE.
3.B.12.D. (U} NO CHANGE.

3.B.12.E. (U//EQUQ) CHANGE. Establish a Plan of Action and
Milestones (POA&M) for the integration of all personnel, to
:i.no:::lur.ief"“”s"‘”"”a’USSC inte the
identified work location(s), with IOC NLT and FOC NLT
rb)n) Sec 1.4(a) USSC I for the JTF.

B Sec 1.4(a) USee

SECRET//REL TO USA f””’sac“‘“)ussc
r




SECRET//REL-TO-UsA, [N Sec 4@ USSC

3.B.12.F. (U//¥QUQC) CHANGE. Generate the requirements for a JMD
and BPT provide personnel to JTF-ARES based on manning
requirement approved by CDRUSCYBERCOM. A JMD will be provided
SEPCOR as part of a FRAGO tc this TASKORD once approved by
CDRUSCYBERCOM. Select personnel to be identified by the JTF-ARES
Commander personnel must have taken NSA required classes for SPC
access NLT [M(7Sect4@USE The reporting date for JTF-ARES main
body personnel is 1000-1100, 10 May 2016. Report to address:

8605 6th Armored Cavalry Rd, Fort Meade, MD 20755; [‘”‘3’055‘: |

BY3) USSC

3.B.12.G. {(U) NO CHANGE.
3.B.12.H. (U) NO CHANGE.
3.B.12.I. (U) NO CHANGE.
3.B.12.J3. (U) NO CHANGE.

3.B.12.K. (U//FOUQ) CHANGE. Develop estimate of funding required
to establish and maintain JTF-ARES broken down into a funding
schedule based on the following: temporary duty {TDY) costs and
NSA information technology (IT) shortfalls. Provide estimate to
Services and USCYBERCOM J8 NLT 10 May 2016.

3.B.12.L. (U) NO CHANGE.
3.B.13. (U) CYBER NATIONAL MISSION FORCE (CNMF).

3.B.13.A. (U//EQUO) CHANGE. Provide personnel to JTF-ARES based

on manning requirement approved by CDRUSCYBERCOM. A JMD will be
provided SEPCOR as part of a FRAGO to this TASKORD once approved

by CDRUSCYBERCOM. Select personnel to be identified by the JTF-

ARES Commander personnel must have taken NSA required classes

for SPC access NLT[X) o 4@ USSC | The reporting date for JTF-ARES

main body personnel is 1000-1100, 10 May 2016. Report to

address: 8605 6*F Armored Cavalry Rd, Fort Meade, MD 20755;me%c |

b){3) USSC

3.B.13.B. (U) NO CHANGE.
3.B.13.C. (U) NO CHANGE.

3.B.13.D. (U) NO CHANGE.

SECRET//REL TC USA [")‘” Sec 14y Usse
r




B)(1) Sec 1.4(a) USSC

SECRET/A/REL TO USA,

3.B.13.E. (U//¥OUQ) CHANGE. Provide risk assessment to existing
missions based upon force reallocation to JTF-ARES. Risk
assessment is due to the USCYBERCOM J3 NLT 22 May 2016.

3.B.14. (U) JFHQ-C MARINES / MARINE CORPS FORCES CYBER COMMAND
(MARFORCYBER) .

3.B.14.A. (U//EQUQ) CHANGE. BPT provide personnel to JTF-ARES
based on manning requirement approved by CDRUSCYBERCOM. A JMD
will be provided SEPCOR as part of a FRAGO to this TASKORD once
approved by CDRUSCYBERCOM. Select personnel to be identified by
the JTF-ARES Commander personnel must have taken NSA required
classes for SPC access NLT [X) 5% #@USC | The reporting date for
JTF-ARES main body personnel is 1000-1100, 10 May 2016. Report
to address: 8605 6" Armored Cavalry Rd, Fort Meade, MD 20755;

b}3) USSC

3.B.14.B. (U) NO CHANGE.
3.B.14.C. (U) NO CHANGE.
3.B.14.D. (U) NO CHANGE.

3.B.14.E. (U//FQUO) CHANGE. Provide risk assessment to existing
MARFORCYBER / JFHQ-C (Marines) missions based upon force
reallocation to JTF-ARES. Risk assessment is due to the
USCYBERCOM J3 NLT 22 May 2016.

3.B.15. (U) JFHQ-C AIR FORCE / AIR FORCE CYRER COMMAND
(AFCYBER) .

3.B.15.A. (U//FOUQ) CHANGE. BPT provide personnel to JTF-ARES
based on manning requirement approved by CDRUSCYBERCOM. A JMD
will be provided SEPCOR as part of a FRAGO to this TASKORD once
approved by CDRUSCYBERCOM. Select personnel to be identified by
the JTF-ARES Commander personnel must have taken NSA required
classes for SPC access NLT{ " @Usc | The reporting date for
JIF-ARES main body personnel is 1000-1100, 10 May 2016. Report

b){3) USSC .

3.B.15.B. (U) NO CHANGE.

3.B.15.C. (U) NO CHANGE.

SECRET//REL TC USA ﬁmﬁﬂﬂmﬁﬁ
r




SECRET//REL TO USA, [PA1)Sec14)USSC

3.B.15.D. (U} NO CHANGE.

3.B.15.E. (U//FOUQ) CHANGE. Provide risk assessment to existing
AFCYBER / JFHQ-C (Air Force) missions based upon force
reallocation to JTF-ARES. Risk assessment is due to the
USCYBERCOM J3 NLT 22 May 2016.

3.B.16. (U) JFHQ-C NAVY / FLEET CYBER COMMAND (FLTCYBER) .

3.B.16.A. (U//FQUQ) CHANGE. BPT provide personnel to JTF-ARES
based on manning requirement approved by CDRUSCYBERCOM. A JMD
will be provided SEPCOR as part of a FRAGO to this TASKORD once
approved by CDRUSCYBERCOM, Select personnel to be identified by
the JTF-ARES Commander personnel must have taken NSA required
classes for SPC access NLT[Y'Sc'@USC | phe reporting date for
JTF-ARES main body personnel is 1000-1100, 10 May 2016. Report

bn%ﬁ'ss%ddress: 8605 6th Armored Cavalry Rd, Fort Meade, MD 20755;

3.B.16.B. (U) NO CHANGE.

3.B.16.C. (U) NOC CHANGE.

3.B.16.D. (U) NO CHANGE.

3.B.16.E. (U//FQUQO) CHANGE. Provide risk assessment to existing
FLTCYBER / JFHQ-C (Navy) missions based upon force reallocation
to the JTF-ARES. Risk assessment is due to the USCYBERCOM J3 NLT
22 May 2016.

3.B.17. (U) REQUESTED SUPPCRT FROM USCENTCOM AND UNITED STATES
SPECIAL OPERATIONS COMMAND (USSOCOM). NO CHANGE.

’b)ﬁ) Sec 1.4{a) USSC | - . . b&gé‘sec TaE
b)(T) Sec 1.4(a) USSC L ; :

CHANGE .

3.C. (U) COORDINATING INSTRUCTIONS.
3.C.1. (U) NO CHANGE.
3.C.2. (U) NO CHANGE.
3.C.3. (U) NO CBANGE.

3.C.4. (U) NO CHANGE.

SECRET//REL-TO-USA, [PXD Sec14LSSC
’




SECRET//REL-TO USA , [P)1) Sec 4@l USSC
r

3.C.5. {(U) NO CHANGE.
3.C.6. (U) NO CHANGE.

3.¢c.7. (U//FOUQ) CHANGE. The reporting date for JTF-ARES main
body personnel is 1000-1100, 10 May 2016. Report to address:
8605 6 Armored Cavalry Rd, Fort Meade, MD 20755;me%c |

rb)(S) USSC

3.C.8. (U) NO CHANGE.

3.C.9. (U) NO CHANGE.

3.C.10. (U) NO CHANGE.

3.C.11. {(U) NO CHANGE.//

GENTEXT/ADMINISTRATION AND LOGISTICS/4. NO CHANGE.//
GENTEXT/COMMAND AND CONTROL/5.

5.A. (U//¥OUQ) USCYBERCOM will retain operational control
(OPCON) of JTF-ARES. All tactical forces allocated to JTF-ARES
will be OPCON to the JTF Commander.

5.B. (U//FQUO) The Cyberspace Operations Teams (COTs) are
general support to JTF-ARES.

5.C. (U//EQUO) s general support to JTF-ARES.

5.D. (U} All DoD components will acknowledge receipt and
understanding of this TASKORD within 24 hours via official
nmessage traffic or email to
(https://intelshare.intelink.sgov.gov/sites/uscybercom/JOC/Order
s/Lists/Orders%20Acknowledgement/AllItems.aspx) .

5.E. {(U) POINTS OF CONTACT (POCs).

5.E.1. (U//FQUO) Primary POC for this order is:

[rreusse | Future Operations, J3F/VEO OPT Deputy
NSTS: [USSC

COMM:

SIPR:

NSANet/JWICS ™ c ' | Uscc_vEO_OPTE@NSA.IC.GOV

5.E.2. (U//FQUQ) Alternate POC:

SECRET//REL TO USA rb)H) Sec 1.4(=) USSC
r




SECRET//REL TO USA rb)(“) Sec 1.4(a) USSC
’

rnxa)ussc

NSTS: b){3) USSC
comMM:
NSANet/JWICS: [0 |

| J3F/VEO OPT Lead

5.E.3. (U//FQUQ) Alternate POC:
| 337/vEO OPT

; USCC_VEO OPTE@NSA.IC.GOV

5.E.4. (U//EQUQ) After Hours POC: USCYBERCOM JOC Duty Officer
(JDO)

NSTS: 969-1645

COMM: 443-654-4804

NIPR: JOCOPSERCYBERCOM.MIL

SIPR: JOCOPSECYBERCOM.SMIL.MIL
NSANet/JWICS : JOCOPSENSA. IC.GOV.

5.F. (U) Request for information regarding execution of this
order, amplifying guidance, and/or additional details are to be
submitted at this link:
(https://intelshare.intelink.sgov.gov/sites/uscybercom/Pages/RFI

.aspx)//

GENTEXT/AUTHENTICATION/MICHAEL S. ROGERS, ADM, USN, USCYBERCOM
COMMANDER/ /

AKNLDG/YES//

b)}{3} USSC |

Classified By:f
Derived From: USCYBERCOM SCG
Dated: 20160503

Declass On: 20410503//

SECRET//REL TGO USA F”“’ Sec 14(a) USSC
r







SEGR-ET—/—,LREL—-F@-USA b)(1) Sec 1.4{a) USSC

R 132122Z JUN 16
FM USCYBERCOM FT GEORGE G MEADE MD

TC CDRUSACYBER FT BELVOIR VA

MARFORCYBERCOM FT MEADE MD

COMFLTCYBERCOM FT GEORGE G MEADE MD

24AF LACKLAND AFB TX

JFHQ DODIN FT GEORGE G MEADE MD

USCYBERCOM FT GEQRGE G MEADE MD

JFHQ CYBER FLTCYBER NAVY FT GEORGE G MEADE MD
CNMF FT GEORGE G MEADE MD

INFC JOINT STAFF WASHINGTON DC
HQ USAFRICOM STUTTGART GE

HQ USCENTCOM MACDILL AFB FL

HQ USEUCCM VAIHINGEN GE

HQ USPACOM HCNOLULU HI

HQ USSOCCM MACDILL AFB FL

HQ USSOUTHCOM MIAMI FL

HQ USSTRATCOM OFFUTT AFB NE
CDR USTRANSCOM SCOTT AFB IL
NSACSS FT GECRGE G MEADE MD
CDR USNORTHCOM PETERSON AFB CO
COGARD CYBERCOM WASHINGTON DC
USCYBERCOM FT GEORGE G MEADE MD

§ E GCRET RELEASABLE TO [V()Se0#Riusse l

{PASS TO: JFHQ-CYBER AIR FORCE LACKLAND AFB TX}
{PASS TO: JOINT STAFF//J39//WASHINGTON DC)

QOO0

SUBJECT: (U//FQUQ) USCYBERCOM FRAGORD 02 TO TASKORD 16-0063 TO
ESTABLISH JOINT TASK FORCE (JTF}-ARES TO COUNTER THE ISLAMIC

STATE OF IRAQ AND THE LEVANT (ISIL) IN CYBERSPACE (S//REL TO
USA , [P Sec 1-4(@) USST

MSGID/ORDER/USCYBERCOM/16-0063/FRAGORD 02 TO TASKORD 16-0063 TO
ESTABLISH JOINT TASK FORCE (JTF)-ARES TO COUNTER THE ISLAMIC STATE OF
IRA{Q AND THE LEVANT (ISIL) IN CYBERSPACE/TASKORD/ (S//REL TO USA,

il

OPER/ OPERATION INHERENT RESOLVE//

REF/A/EXORD/ (U) EXORD TO IMPLEMENT UPDATED CYBERSPACE OPERATIONS
COMMAND AND CONTROL {C2) FRAMEWORK (S//REL TO USA,

/CJCS/0116122 FEB16/-// '

REF/B/EXORD/ (U} OPERATION INHERENT RESOLVE (S)/CJCS/171531Z Oct
14/-4/

REF/C/OPORD/ (U//FQUQ} USCYBERCOM OPORD 15-055 IN SUPPORT OF OPERATION

INHERENT RESOLVE (S//REL TO usa, fI% @ |/USCYBERCOM/291925Z MAR
15/-//

SECRET//REL TQUSA, [/ Sec 141 USSC
.



SECRET//RELTO USA XIS T4
"USSC

b)(1) Sac 1.4{a) USSC

REF/D/EXORD/ ($//REL-TO USA

B)(1) Sec 14(a) USSC

G | (TS//NOFORN) /CJCS/1820452 MAY 07/-//

REF/E/DOC/ (U) TRILATERAL MEMORANDUM OF AGREEMENT AMONG THE DEPARTMENT
OF DEFENSE, DEPARTMENT OF JUSTICE, AND THE INTELLIGENCE COMMUNITY
REGARDING COMPUTER NETWORK ATTACK AND COMPUTER NETWORK EXPLOITATION
{S//NF) /DNI/% MAY 2007/-//

REF/F/OPORD/ (U//¥QUQ) USCYBERCOM OPORD 16-0001 OPERATION YOUNG APOLLO
(OYA) (S//REL TO USA, ACGU)/USCYBERCOM/05 JAN 2016/-//

REF/G/OPORD/ {$//RELTO USA, UNITED STATES CENTRAL COMMAND
(USCENTCOM) OPERATIONS ORDER (OPORD) [0 2e¢ 4@ USSC {S//REL TO
USA,, [PX1) Sec14@) USSC] /55 CENTCOM/ 2515102 NOV 15/-77

REF/H/FRAGORD/ (U//EQUQ) USCENTCOM FRAGO 24-006 CYBERSPACE OPERATIONS
(8//REL TO USA,[PlIScT#a) 055 /ygCENTCOM/1920052Z DEC 15/-//

REF/I/DOC/ (U) DEPARTMENT OF DEFENSE INSTRUCTION 0-3600.03, TECHNICAL
ASSURANCE STANDARD (TAS) FOR COMPUTER NETWORK ATTACK (CMNA)
CAPABILITIES (U)/USDI/19 MOV 2010/-//

REF/J/DOC/ ($//REL-TO-USA, MISSION ANALYSIS BRIEF CYBER
SUPPORT TO COUNTER ISIL (VERSION 34) (TS//REL)/USCYBERCCM/12 APRIL
2016/-//

REF/K/TASKORD/ (U//¥OUO) TO ESTABLISH JOINT TASK FORCE (JTF)-ARES TO
COUNTER THE ISLAMIC STATE OF IRAQ AND THE LEVANT (ISIL) IN CYBERSPACE
(S// REL TO USA, USCYBERCOM/ 042045Z MAY 16/ 16-0063//

REF/L/FRAGORD/ (U//FOUS) FRAGORD TO TASKORD 16-0063 TO ESTABLISH
JOINT TASK FORCE (JTF)-ARES TO COUNTER THE ISLAMIC STATE OF IRAQ AND
THE LEVANT (ISIL) IN CYBERSPACE (S// REL TO Usa, [(lI[5*'4@ /0518252
MAY 16/16-0063//

ORDTYP/FRAGORD/USCYBERCOM/ /
TIMEZONE/Z//

NARR/ (S//REL—TO-USA, THIS FRAGMENTARY ORDER (FRAGORD)
DIRECTS UNITED STATES CYBER COMMAND (USCYBERCOM) TO ESTABLISH JOINT
TASK FORCE (JTF)-ARES, LED BY COMMANDER ARMY CYBER COMMAND
(CDRARCYBER) , TO COUNTER THE ISLAMIC STATE IN IRAQ AND THE LEVANT
(ISIL) IN CYBERSPACE, WITH INITIAL OPERATIONAL CAPABILITY (I0C) NO

LATER wLT) [P0 STRIUST| iy FULL OPERATIONAL CAPABILITY (FOC) NLT
[DKT) Sec 1 46z) USSC DITI IT EST A TO TE LY

[0)(1) Sec T.4(a) USSC

GENTEXT/SITUATION/1. (U) NO CHANGE.//
GENTEXT/MISSION/2. (U) NO CHANGE.//

GENTEXT/EXECUTION/3.

SECRET//RELTO UsA, [T T®



BY(1) Sec 1.8%a)
SECRET/HRELTO-USA L dst

3.A. (U) CONCEPT OF OPERATIONS. NO CHANGE.
3.A.1. (U) COMMANDER'S INTENT. NO CHANGE.
3.A.1.A.(U) PURPOSE. NO CHANGE,

3.A.1.B. (U) METHOD. NO CHANGE.

3.A.1.B.1. (S//REL-TO-USA, VST aAnL | commanders of Joint Force

Headquarters-Cybers (JFHQ-Cs) and Cyber Nation i

Headquarters (CNMF HQ) are authorized to align Fb)“)saﬂ"(a) USsC |
ey Sec 1.4 USSC | crew positions per Combat Mission Teams
(CMTs} /National Mission Teams (NMTs) against CDRUSCYBERCOM authorized

C—ISIL b1 Sec14(a)ussc ]
B)(T) Sec 1.4(a) USBC
REEIS I Personnel rostered ian”SMLQﬂﬁﬁmn ----- mmmmmml ]

Ih)(1)Sac1.4(a)USSC raining requirements and will instead be
B)(1) Soc 1 4(a) USSC

required to satisfy the training regquirements
bYdiSec 14 they are rostered against. This authorization is limited to
rostering personnel against the requirements of existing and

subsequently authorized [P ec 14 USSC | and does not
constitute an authorization to conduct }h)ms"““‘:awégc
A1] [o)T) Sec1dia) USSC | shall be authorized IA oM

aestablished procedures. This allocation will be reviawaed [RilLSecT4@)

and be updated based on the demand signal from JFHQ-Cs and
CNMF HOQ.

3.A.1.B.2. {S//REL-T0 USA, [IJ5™*® | aADD. As per Ref J, JTF-ARES has
established lines of effort (LOEs) to meet the Commander's objectives
to counter ISIL in cyberspace. LOE 5, Posture for [oXl)SecT4@USSC |

has been established to coordinate and standardize processes for

C-I81I1L. cyberspace operations (CO) Fb)(1)Sec1.4(a)USSC
b)) Sec 1.4(a) USSC

b)(1) Sec 1.4(a) USSC [JTF-ARES will coordinate with JFHQ-Cs to
align JTF-ARES cbjectives with near-term Combatant Command (CCMD)

C-ISIL requirements until JTF-ARES is postured to assume [bi{1Sec14G)
efforts.

3.A.1.C. (U) END STATE. NO CHANGE.
3.B. (U} TASKS.

3.B.1. {U) USCYBERCOM Jl. NO CHANGE.
3.B.2. (U) USCYBERCOM J2. NO CHANGE.
3.B.3. (U} USCYBERCOM J3.

3.B.3.A. (U} NO CHANGE.

3.B.3.B. (U} NO CHANGE.

SECRETARELTO-UsA PRI 74®
rlJSSC



SECRET//RELTO USA IS 1461
SSC

3.B.3.C. (U) NO CHANGE.
3.B.3.D. (U) NO CHANGE.
3.B.3.E. (U) NO CHANGE.
3.B.3.F. (U) NO CHANGE.
3.B.3.G. (U) NO CHANGE.
3.B.3.H. (U) NO CHANGE.
3.B.3.I. (U} NO CHANGE.
3.B.3.J. {(U) NO CHANGE.
3.B.3.K. (U) NO CHANGE.
3.B.3.L. (U) NO CHANGE.
3.B.3.M. (U) NO CHANGE.

3.B.3.N. {(U//FOUQ) ADD. Coordinate and deconflict any requests for
ICNs.

3.B.4. (U} USCYBERCOM J4. NO CHANCE,

3.B.5. (U} USCYBERCOM J5., NO CHANGE.

3.B.6. (U) USCYBERCOM J6. NO CHANGE.

3.B.7. (U) USCYBERCOM J8. NO CHANGE.

3.B.8. (U) USCYBERCOM J9. NO CHANGE.

3.B.9. (U) STAFF JUDGE ADVOCATE (SJA). NO CHANGE.
3.B.10. (U) PUBLIC AFFAIRS OFFICE (PAO). NO CHANGE.
3.B.11. (U//EQUQ) JTF-ARES,

3.B.11.A. (U) NO CHANGE.

3.B.11.B. (U) NO CHANGE.

3.B.11.C. (U) NO CHANGE.

3.B.11.D. (U} NO CHANGE.

3.B.11.E. (U) NO CHANGE.

3.B.1l1.F. (U) NO CHANGE.

3.B.11.G. (U) NO CHANGE.

2.B.11.H. (U) NO CHANGE.

SECRET//RELTC USA, PXIS<T4@)
rUSSC



SECRETARELTOUSA [ilgL 50 14

3.B.11.I. (U) NO CHANGE.
3.B.11.J. (U} NO CHANGE.
3.B.11.K. (U) NO CHANGE.
3.B.11.L. (U} NO CHANGE.
3.B.11.M. (U) NO CHANGE.

3.B.11.N. (U//EQUQ) ADD. Accept operational control (OPCON) of forces
transferred under this order and report receipt to the USCYBERCOM
Joint Operations Center (JOC).

3.B.11.0. (S/A/REL-TO-USA, [b)m Sec14ia) USSC‘ ADD. Determine requirements

in support of (ISO) approved C-LSLL [l SecT4(@Ussc | ofBfations . As
required, coordinate, request, receive, and roster additional
U

from adjacent CMF components.

3.B.11.P. (S//REL-TO USA

By 17 58C T.4{a) uss;c for C-ISIL CO bJ{TYSac 1.4(a) USSC™
ec 1. C J

3.B.11.Q. (U//EQUQ) ADD. Coordinate with JFHQ-Cs as needed to
communicate, plan, coordinate, and execute operations aligned with
JTF-ARES global prioritiaes.

oY1) Sac 1.4(a)

3.B.11.R. (U//EQUO) ADD. Generate and publish a transition plan for
JTF-ARES to assume OPCON of forces following the JTF-ARES Commander's
decision t¢ agsume the glcbal mission.
3.B.12. (U) JFHQ-C (ARMY) / ARCYBER.
3.B.12.A. (U) NO CHANGE.

3.B.12.B. {U) NO CHANGE.

3.B.12.C. (U) NO CHANGE.

3.B.12.D. (U) NO CHANGE.

3.B.12.E. (U) NO CHANGE.

3.B.12.F. (U) NO CHANGE.

3.B.12.G. (U} NO CHANGE.

3.B.12.H. (U} NO CHANGE.

3.B.12.I. (U) NO CHANGE.

3.B.12.J. (U) NO CHANGE.

3.B.12.K. (U) NO CHANGE.

3.B.12.L. (U} NOC CHANGE.

SEGRET//RELTO-USA, [5L1)Sec 14



SECRET//REL TQ LJSA o1 Sev 181 JSSC

3.B.12.M. , Ibm) Sac 1.4(a) USSC | ADD. Transfg_r OPCON of b}{1} Sec 1.4(a)
b){1) Sec 1.4{a) USSC

to JTF-ARES.

38,128 (s/m81 70 ysa, [T o 109 TSI

[b)ﬁ)Sec 1.4(a) USEC

| planning efforts|

Sec 1.4(2) USEG [1s0

priorities in alignment with [0V SecT4@USSC

bi1)Sec14(a)USSC | pequirements. Coordinate all planning efforts with

JTF-ARES.

wit

1:1 Y1) Sec 1.4(a) USSC

JTF-AJRE

. b)(1) Sec 1.4(a) USSC ADD . (‘nn?‘dihﬁe

of Dafense

(DoD) elements planning and executing

[b)(1)Sec1.4(a)USSC |to the greatest extent possible.

3.B.12.P. (S//REL-TO-USA, [)WScidRUSST] App. On order, s

lanning efforts against ISIL branches in response to
B)(1) Sec 1.4(a) USSC
BX1) Sec 1.4(ayUSSC [ requirements.

planning efforts

other Department

C-ISIL cofin]
Ala

us
upport CO
FEL‘C_lem Sec 1.4(a) USBC

-

3.B.12.Q. (S//REL_TO USA, ADD. DPlace [VVSecl4@USSCT . 0 4irect
support of JFHQ-C MARFORCYBER in support offPXDSe Ta@uess — ]

C-ISIL requirements [bli)Sec s

Direct support is defined as support

to planning, rb)u) Sec 14()

operational preparation of the environment (OPE) , and

3.B.12.R.

transfer OPCON of

($//PEL_10 usA  [{lU5°*®  |apn. Be prepared

[néﬂ] Sec1.4(a) :rl

to (BPT)

(8//REL 10 USA, [(XU5T%@ | ADD. Transfer OPCON of IS 7]

3.B.13. (U) CNMF.
3.B.13.A. (U) NO CHANGE.
3.B.13.B. (U) NO CHANGE.
3.B.13.C. (U) NO CHANGE.
3.B.13.D. (U} NO CHANGE.
3.B.13.E. (U) NO CHANGE.
3.B.13.F.

Eﬂflffimam)ussc

JTF-ARES,

3.B.14.

(MARFORCYBER}) .

3.B.14.A. (U) NO CHANGE.
3.B.14.B. (U) NO CHANGE.
3.B.14.C. (U} NO CHANGE.
3.B.14.D. (U) NO CHANGE.

] to

SECRETL/REL TO USA, [BI0) Sec 1.4(a)

(U) JFHQ-C MARINES / MARINE CORPS FORCES CYBER COMMAND



SECRET//REL TOUSA Joll)Sec 1 4=
7R

3.B.14.E. (U) NO CHANGE.

B,14.F. (S//REL-TO-USA, [)5ec4@ | M ADD. Transfer OPCON of
to JTF-ARES.

3.B.14.G. (S//REL-TO USA | apD. LeadEXY Iplanning efforts
IS0 JTF-ARES priorities Align them wffh [PXT Sec 4@ USSC |

FX”S”14F“$SC ) | requirements and coordinate
all planning efforts with JTF- .

3.B.14.H. 48//REL-TO USA )54 ADD. BPT conduct [F)i%ed] and OPE
ISO JTF-ARES prioritiesl’ﬂ)ﬂ ec 1.4(a -

3.B.
with
planning and executing C-ISIL COf
extent possible.

T T ————

b}{1) Sec 1. 4(a] uUssC

e planning efforts
other DoD elements
to the greatest

3.8.14.J. 4$//REL-T0 UsA, V<130 ApD. On order, support CO
planning efforts against I8 branches in response tc SOCOM
requirements.

3.B.14.K. (SA/REL.TO-USA, [jll)sectda ADD. BPT transfer OPCON of [jii}5ec'4®
PiiSe o JTF-ARES.

3.B.15. {U) JFHQ-C AIR FORCE / AIR FORCE CYBER COMMAND {(AFCYBER) .
3.B.15.A. (U) NO CHANGE.
3.B.15.B. (U) NO CHANGE.
3.8.15.C. {(U) NO CHANGE.
3.B.15.D. (U} NO CHANGE,

3.B.15.E. (U} NO CHANGE.

3.B.15.F. (S/A/REL-TO USA, [Ph1Secl4@USSCl appy . coordinate and provide
points of contacts (POCs) supporting CO planning efforts against ISIL

branches in response to United States Eurcpean Command (USEUCOM)
requirements.

3.B.16. (U) JFHQ-C NAVY / FLEET CYBER COMMAND (FLTCYBER) .

3.B.16.A. (U} NO CHANGE.

3.B.16.B. (U) NO CHANGE.

3.B.16.C. (U) NO CHANGE.

3.B.16.D. (U) NC CHANGE.

3.B.16.E. (U} NO CHANGE.

3.B.16.F. (S$//REL-TO USA, ADD. Coordinate and provide POCs

supporting CO planning efforts against ISIL branches in response to
United States Pacific Command (USPACOM) and United States Southern

SECRET//RELTO-USA, [P S TaGI USSC
1



bi(1) Sec 1.4
SEGRET//RELTOUSA, [Pil)oec 14@)

Command (USSOUTHCOM) requirements.
3.B.17. (U) NO CHANGE.
3.B.18. (U) NO CHANGE.

3.B.19. (U} ADD. REQUESTED SUPPORT FROM DEFENSE INTELLIGENCE AGENCY
(DIA) .

3.B.19.A. 4SA/REL TO USA, [P1S<THET] App, Request one collection
manager, one target analyst and one intelligence plannar to report to
JTF-ARES located at Ft Meade, MD, NLT 15 JUN 2016.

3.C. {(U) COORDINATING INSTRUCTIONS.

3.C.1. (U) NO CHANGE.

3.C.2. (U) NO CHANGE.

3.C.2.A, (S/A/REL-TO USA, [olliSecta@ ADD. All forces supporting this

operation will coordinate with JTF-ARES on the alignment of ION crew
positions.

3.c.3. (U//EQUQ) CHANGE. USCYBERCOM JOC will use the USCYBERCOM
Standing Operating Procedures (SOP} and watch checklist to manage
deconfliction procedures. USCYBERCOM J38 Fires and Effects Division
is the primary point of contact for any questions or updates related
to IONs.

3.C.4. (U) NO CHANGE.

3.C.5. (U) NO CHANGE.

3.C.6 (U) NO CHANGE.

3.C.7. (U} NO CHANGE.

3.C.8. (U) NO CHANGE.

3.C.9. (U) NO CHANGE.

3.C.10. (U) OPERATIONS SECURITY (OPSEC). NO CHANGE.

3.C.11. (U) PUBLIC AFFAIRS GUIDANCE., NO CHANGE.

3.C.12. {S//REL TO-USA, ADD. All pending or proposed
mission packages and all approved mission packages and CONOPs
developed under the [P7)3ecT#aIUssc framework will be
transferred to JTF-ARES immediately. Additionally, all C-ISIL cyber

intelligence, surveillance, and reconnaissance (C-ISR) and C-S&R
CONOPs will be transferred to JTF-ARES immediately.

3.C.13. (S//REL TO USA, ADD. JTF-ARES is the supported
command for planning and operations conducted under this order. Aall
JFHQ-Cs and the CNMF will provide direct support to JTF-ARES as
defined by the following:

B} Gec 1 4G
SECRETLRELTFO USAL Lt



SECRET//RELTQ-USA P11 Sec T4 U55C

3.C.13.A. (SL/REL TO USa, [PK1iSecT42)USSC | aph, Provide and coordinatae
capabilities requirements with JTIF-ARES to support global
oparations.

3.C.13.B. {S//REL-TO-USA, [P\)5c14@USSCl ann provide weekly updates to
JTF-ARES on global C-ISIL cyberspace planning and operations.

3.C.13.C. (S//REL-TOUSA,[)NSe14@USC] App . When requested by JTF-ARES
and subject to CDRJFHQ-Cs and CDRCNMF concurrence, provide up to two
IONs to support ongoing CMF C-ISIL operations.//

GENTEXT/ADMINISTRATION AND LOGISTICS/4. NO CHANGE.//
GENTEXT/COMMAND AND CONTROL/5.
5.A. (U/AFQUQ) CHANGE. USCYBERCOM will retain OPCON of JTF-ARES. All

Cyber Mission Forces CMF previocusly identified in this FRAGORD as
allocated to JTF-ARES will be OPCON to the JTF-ARES Commander.

5.A.1 (S//REL-TO USA,[PFIS<T@USSC] ADD. CNMF is granted direct liaison
authority (DIRLAUTH) of other JFHQ-C aligned ION Operators. CNMF will
coordinate all IONs ISQO C-ISIL operaticns with JTF-ARES.

5.A.2. {($//AREL-TO.-USA, [bg(;‘)gsec““(a) ,' ADD. Kodiak Cyber erations Team
(KCOT) will be TACON to JTF-AREG[:)SecTHa)USSC

BYT) Sec 1.4(a) USSC

products or to support approved [PK' Sec14R)USSCe [ CO as directed IAW
KCOT'=s mission.

5.B. (U} NO CHANGE.
5.C. (U) NO CHANGE.

5.D. (U) NC CHANGE. All DoD components will acknowledge receipt and
understanding of this TASKORD within 24 hours via official message
traffic or email to:
(https://intelshare.intelink.sgov.gov/sites/uscybercomn/JOC/Orders/Lis
ts/Orders%20Acknowlaedgement/AllItems.aspx) .

5.E. (U) POINTS COF CONTACT (POCs).
5.E.1. {(U) NO CHANGE.

5.E.2. (U) NO CHANGE.

5.E.3. (U) NO CHANGE.

5.E.4. (U//EQUO) CHANGE. After Hours POC: USCYBERCOM Offensive Cyber
Operations (OCQO) Mission Lead
NSTS: 969-1643

COMM: 443-654-3952

NIPR: JOCocof CYBERCOM.MIL

SIPR: JOCocolCYBERCOM, SMIL .MIL
NSANet/JWICS: JOCocofnsa.ic.gov

5.E.5. (S//REL TO USA, ADD. PRIMARY PCC FOR IONS: J38
FIRES AND EFFECTS DIVISION.

SECRET//REL TO USAJPIT) Sec14(a) USSC



b)1) Sec 1.4
SECRET//RELTOUSA [l 14

b)3) USSC

5.F. (U) NO CHANGE. Request for information regarding execution of
this order, amplifying guidance, and/or additional details are to be
submitted at this link:
(https://intelshare.intelink.sgov.gov/sites/uscybercom/Pages/RFI.aspx
}

GENTEXT/AUTHENTICATION/FOR THE CDR, fbX3)Ussc |usN,
USCYBERCOM DIRECTOR OF OPERATIONS//

AKNLDG/YES//

Classified By:PPUSC ]
Derived From: USCYBERCOM SCG
Dated: 20160503

Declass On: 20410503//

B3 Sec 1.4(@)
SECRETHRELTO USA Pt



SECRET//REL TOQ USA, [PN1)SecT4(@)USSC

0420452 MAY 16
FM: USCYBERCOM FT GEORGE G MEADE MD

TO: CDRUSACYBER FT BELVOIR VA

MARFORCYBERCOM FT MEADE MD

JFHQ CYBER FLTCYBER NAVY FT GEORGE G MEADE MD
COMFLTCYBERCOM FT GEORGE G MEADE MD

24AF LACKLAND AFB TX

JFHQ DODIN FT GEORGE G MEADE MD

CMMF FT GEORGE G MEADE MD

USCYBERCCM FT GEORGE G MEADE MD

INFO: USCYBERCOM FT GEORGE G MEADE MD
JOINT STAFF WASHINGTON DC

JOINT STAFF//J39// WASHINGTON DC
HQ USAFRICOM STUTTGART GE

HQ USCENTCOM MACDILL AFB FL

HQ USEUCOM VAIHINGEN GE

CDR USNORTHCOM PETERSON AFE CO
HQ USPACOM HONOLULU HI

HQ USSOCOM MACDILL AFB FL

HQ USSOUTHCOM MIAMI FL

HQ USSTRATCOM OFFUTT AFB NE

CDR USTRANSCOM SCOTT AFB 1L
COGARD CYBERCOM WASHINGTON DC
NSACSS FT GEORGE G MEADE MD

PASS TC: JFHQ-CYBER AIR FORCE LACKLAND AFB TX

SECRET//REL TO USA, [PV 14ILSC [y

SUBJ: (U//FOUQ) USCYBERCOM TASKORD 16-0063 TO ESTABLISH JOINT
TASK FORCE (JTF)-ARES TO COUNTER THE ISLAMIC STATE OF IRAQ AND
THE LEVANT (ISIL} IN CYBERSPACE.

MSGID/ORDER/USCYBERCOM/16-0063/TASKORD 16-0063 TO ESTABLISH
JOINT TASK FORCE (JTF)-ARES TO COUNTER THE ISLAMIC STATE OF IRAQ
AND THE LEVANT (ISIL) IN CYBERSPACE/TASKORD/(S//REL TO USA, [Nt ]

R V/

REF/A/EXORD/ (U) EXORD TO IMPLEMENT UPDATED CYBERSPACE OPERATIONS
COMMAND AND CONTROL (C2) FRAMEWORK (S//REL TO USA, IIS<T@ ]

fE="%/cacs/011612z FEB16/-//

REF/B/EXORD/ (U) OPERATION INHERENT RESOLVE (S)/CJCS/171531Z Oct
14/-//

SECRET//REL—TO USA.,. [P} Sec 1.4(@) USSC



SECRET//REL TO USA,,. [bi")Sec14@)USSC

REF/C/OPORD/ (U//RQUQ) USCYBERCOM OPORD 15-055 IN SUPPORT OF
OPERATION INHERENT RESOLVE (S//REL TO USA,
P ""lusCYBERCOM/291925Z MAR 15/-//

REF/D /EXORD REL TO USAa, [N etsse 1

E’%‘%’c‘“”“a’| (TS//NOFORN) /CJICS/182045Z MAY 07/-//

REF/E/DOC/ (U) TRILATERAL MEMORANDUM OF AGREEMENT AMONG THE
DEPARTMENT OF DEFENSE, DEPARTMENT OF JUSTICE, AND THE
INTELLIGENCE COMMUNITY REGARDING COMPUTER NETWORK ATTACK AND
COMPUTER NETWORK EXPLOITATION (S//NF)/DNI/9 MAY 2007/-//

REF/F/OPORD/ (U//FOUQ) USCYBERCOM OPORD [P @0t |
O Sec 1 4@ USSC (S//REL TO USA, ACGU)/USCYBERCOM/05 JANUARY 2016/-
//

REF/G/OPORD/ (S//REL TO USA, UNITED STATES CENTRAL

COMMAND (USCENTCOM) OPERATIONS ORDER (OPORD) [o")Seci4@USSC

(S//REL TO USA, ﬁ“’s“‘-“a’”ssc |/USCENTCOM/251SIOZ Nov 15/-//

REF/H/FRAGORD/ (U//FQUQO) USCENTCOM FRAGO 24-006 CYBERSPACE

OPERATIONS (S//REL TO USA, FI"S<T@EST ] /ysCENTCOM/ 1920052 DEC 15/-
//

REF/I/DOC/DEPARTMENT OF DEFENSE INSTRUCTION 0-3600.03, TECHNICAL
ASSURANCE STANDARD (TAS) FOR COMPUTER NETWORK ATTACK (CNA)
CAPABILITIES (U)/USDI/19 NOv 2010/-//

REF/J/DOC/ (S//REL—TO USA, V5 MRUSSC | MIGSTON ANALYSIS BRIEF
CYBER SUPPORT TO COUNTER ISIL (VERSION 34)
(TS//REL) /USCYBERCOM/12 APRIL 2016/-//

ORDTYP/TASKORD /USCYBERCOM/ /

TIMEZONE/Z//

NARR/ (SL/REL TO USA, [[-=“@¥ | mura TASKING ORDER (TASKORD)
DIRECTS UNITED STATES CYBER COMMAND (USCYBERCOM) TO ESTABLISH
JOINT TASK FORCE (JTF)-ARES, LED BY COMMANDER ARMY CYBER COMMAND
(CDRARCYBER) , TO COUNTER THE ISLAMIC STATE IN IRAQ AND THE
LEVANT (ISIL) IN CYBERSPACE, WITH INITIAL OPERATIONAL CAPABILITY
(IOC) NO LATER THAN (NLT) [PXVSect4@USsc | aNp FULIL OPERATIONAL
CAPABILITY (FOC) NLT [)V)5% #eiusse 7/

SECRET//REL TOQ USA, [P Sec 1AETSSC



SECRET//REL TGO USA, [PN1) Seclaia) USSC

GENTEXT/SITUATION/1. {S//REL TO USA, ISIL continues

to leverage cyberspace to conduct command and control (C2),
facilitate logistics and finance, produce, disseminate and
distribute media, attract recruits, and plan and conduct
external attacks. In turn, USCYBERCOM continues to plan and
conduct cyberspace operations (CO) to counter ISIL in accordance
with (IAW) Ref D based on Secretary of Defense (SecDef)-directed
guidance and in coordination with (ICW) appropriate CCMDs.
Through the establishment of a JTF focused on countering ISIL in
cyberspace, USCYBERCOM will continue to create cyberspace
conditions to support the dismantling of ISIL [PX!S«’4@UsC |
in support of (IS0O) United States Central Command {(USCENTCCM)
and to disrupt ISIL's ability to plan and execute attacks
against the United States (US) and coalition partners while
posturing for follow-on global CO. Commander United States Cyber
Command (CDRUSCYBERCOM) provided guidance on 7 APR 2016 to
establish a JTF in order to (IOT) C2 USCYBERCOM forces
countering ISIL in cyberspace.//

GENTEXT/MISSION/2. {S//REL TO USA, [ “®"C | ySCYBERCOM will
establish a JTF to C2 cyber forces IOT deny ISIL's use of the

cyberspace domain through a multipronged approach, focused on
rb)(1) Sec 1.4(a) USSC I

IOT prevent attacks against the US and coalition partners,
support the broader effort to dismantle ISI]'..l")(”s"“""(‘”USSC

and posture for follow-on[R:"""® |cO with IOC of NLT [Pror e@uee

BI1) Sec 7.4(a) USBC

and FOC of NLT The JTIF will be co-located with the
National Security Agency Washington (NSA-W) at Ft Meade, MD.//

GENTEXT/EXECUTION/3.

3.A. (U) CONCEPT OF OFERATIONS.

3.A.1. {S//REL TO-USA, [~ ®° | COMMANDER'S INTENT. Establish
a JTF that provides unity of command and unity of effort for the

conduct of CO ISO USCENTCOM and ICw [P)Sec #@Ussc |

B)(1) Sec 1.4(a) USSC

o Set 14(a) USSC I

3.A.1.A. (S//REL TO USA, [ ™9 | pyrposE. Create the
cyberspace conditions to support the effort to dismantle ISII.

ISO USCENTCOM and disrupt ISIL’s ability to plan
a

nd execute attacks against the US and coalition partners while
rn)n) Sec 1.4(@) USSC J




SECRET//REL TO USA [N Sec14a) USSC

3.A.1.B. (S//REL TO-USA,[""*™ @ | MmrHOD. USCYBERCOM will
employ cyber forces from throughout the Cyber Mission Force
(CMF) and integrate, synchronize, and deconflict with the

[P Sec Tam LSSe |to deliver effects against ISIL.
JTF-ARES will C2 cyber forces aligned to the C-ISIL Mission.

3.A.1.C. {S//REL TO USA, [ ®FC | pNp STATE. JTF and
supporting elements are positioned and equipped to execute
CDRUSCYBERCOM-directed CO without undue delay. ISIL is denied
use of the cyberspace domain to enable their critical
capabilit:i.esf")(”s"““‘muSSC |for internal and external
operations {to include attacks on US and coalition partners),

[b](1) Sec 1.4(3) USSC

3.B. (U) TASKS.

3.B.1. (U) USCYBERCOM J1.

3.B.1.A. (U) Leads the resourcing, validates Joint Manning
Document requirements, and maintains the JMD approved by
CDRUSCYBERCOM.

3.B.2. (U) USCYBERCOM J2.

3.B.2.A. (S-A#REL—!EO—USA-,-FW)S“LMNSSC | Provide intelligence reach
back support to JTF-ARES.

3.B.2.A.1. (S//REL-TO USA, [M5 @SS | ~oordinate with the
Intelligence Community (IC) and IA to develop intelligence ISO

JTF-ARES.

3.B.2.A.2. (S/A/REL TO USA, [T "™"C ] conduct analysis of global
ISIL cyberspace and cyberspace enabled capabilities and
activities.

3.B.2.B. {S//REL TO USA,[Y*"®%C "proyide intelligence support
ISC C-ISIL operations and planning.

3.B.2.C. (U) Provide global cyberspace collection management
support.

3.B.2.C.1. (U//EFQUQ) Provide collection management reach back
support to JTF-ARES.

3.B.2.C.2. (U) Develop and issue collection guidance.

b)(1) Sec 1.4(a)
SECGRETAAREL TO USA, ik
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3.B.2.C.3. (U) Review, prioritize, de-conflict and validate
multi-INT collection requirements. Host and manage a Joint
Collection Working Group (JCWG) and Joint Collection Management
Board (JCMB}.

3.B.2.C.4. {(U//FQUO) Advocate for unfulfilled JTF-ARES
requirements across the IC.

3.B.2.C.5. (U) Manage and provide ccllection, explcitation, and
reporting guidance based on standing and ad hoc¢ collection
requirements.

3.B.2.D. (S//REL TO-USA,[N5<'“@USC  Iproyide intelligence policy
support for intelligence, surveillance, and reconnaissance (ISR)
activities performed by JTF-ARES.

3.B.2.E. (U) Provide reach-back support to target develcopment,
mission/strike package development, and battle damage assessment
{(BDA) .

3.B.2.F. (SL/REL TO USA ['">"*5C | pacilitate the coordination,

planning, and execution of ECTAETUSSC |
B)(1) Sec 1.4(a) U

[o)(T) Sec 14(a) USSG

]support to

operations and planning.

3.B.2.G. (U//FOUQ) Provide Staff Security Officer (S50)
oversight to JTF-ARES. Sponsor and coordinate facilities access
for all personnel assigned to JTF-ARES at NSA-W. Sponsor JTF-
ARES personnel for priority with indoctrination through NSA and
facilitate account access.

3.B.2.H. (U//FOUQ) Provide Foreign Disclosure Officer (FDO)
oversight to JTF-ARES. Also ensure JTF-ARES personnel are given
priority for Foreign Disclosure Representative (FDR) training.

3.B.2.I. (U//FOUQ) Be prepared to (BPT) provide personnel to
JTF-ARES based on manning requirement approved by CDRUSCYBERCOM.
A JMD will be provided SEPCOR as part of a fragmentation order
(FRAGO) to this TASKORD once approved by CDRUSCYBERCOM. Select
personnel to be identified by the JTF-ARES Commander must have
taken NSA required classes for signals intelligence (SIGINT)
Production Chain (SPC) access NLT [NSc14aUssc | phe reporting
date for JTF-ARES main body personnel is 1000-1100, 28 April
2016. Report to address: 8605 6™ Armored Cavalry Rd, Fort Meade,

MD 20755; [
r'b)(a) USSC -

SECRET//REL_TCUSA, [o)1) Sec 14() USSC
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3.B.2.J. (.‘.‘.1L1ﬁRE:I:._:I:O—I.I.SZ\.T|‘mmSQMA(E)USSC IProvide support from the

rb)(n Sec 1.4(2) USSC |t0 JTF-ARES .

3.B.2.K. (U) Manage intelligence requirements ISO plans.

3.B.2.K.1. (U) Integrate Joint Intelligence Preparation of the
Environment (JIPOE) into Strategic and Theater level planning.

3.B.2.L. (U//¥QUO) Provide Intelligence Oversight Program
Management (IOPM) for JTF-ARES. The JTF will train Intelligence
Oversight Officers and Auditors IAW USCYBERCOM IOPM.

3.B.3. (U) USCYBERCOM J3,

3.B.3.A. {S//REL TO USA, [T "= | coordinate with

B 1) 5ec 1.4(a) USSC

BX1 Sec'1.4(a) USSC | and Combat Support Agencies (CSAs) [ o 14 USSC
TI1) Sec 1.4(a) USBC =

rb)(ﬂ) Sec 1.4(a) USSC

TUSST [ to leverage individual agency authorities and
capabilities. Ensure all agency-specific actions are
synchronized/deconflicted with all other participating agency
actions and rb)(n Sec 1.4{a) USSC

B){1) Sec 1.4{a) USSC . b)(1) Sec 1.4{a) USSC
3.B.3.B. {S//REL TO USA, [F = " Notify [ @5 |

- 1.4{a) USSC
bl Sec14@IUSSY of planned executions @
1.4{a) U: . . .
il and consolidate any written, submitted concerns,

3.B.3.C. {S//REL TO USA,['"5* '@ | poordinate with [V S dmssc
rb)(n Sec 1.4(z) USSC — TS

the greatest extent possible, ensure operations are coordinated,

deconflicted, and synchronized with other:rmmsm%a)USSC |
rb)(n Sec 1.4(2) USSC |

3.B.3.D. (SA/REL TO USA, [~ " | Execute cyber global

synchronization and integration functions to ensure JTF-ARES
actions are tracked and deconflicted with all other CO and

actions.

b)1} Sec 1.4(a) USSC N . N
3.B.3.E. {S//REL TO USA, ["5® | Ensure aliff it Jcapabilities

used ISO CO and[f'S"# @0 Tare in compliance with Ref I.
3.B.3.F. (S//REL TO USA, [PVS*T%C 1 coqrdinate with [P0 0000
[P Sec Tate) USSC | for receipt of situation reports, activity

summaries, mission updates, etc., of individual agency-specific

SECRET//REL TO USA, [PH1) Sec 14 USSC




bY(T) Sec 1.4(a) USSC

actions that will support the cperational picture.

3.B.3.G6. (U//FQUQ) BPT provide personnel to JTF-ARES based on
manning requirement appreoved by CDRUSCYBERCOM. A JMD will be
provided SEPCOR as part of a FRAGO to this TASKORD once approved
by CDRUSCYBERCOM. Select personnel to be identified by JTF-ARES
Commander personnel must have taken NSA required classes for SPC
access NLTFW”%““Q%m | The reporting date for JTF-ARES main
body personnel is 1000-1100, 28 April 2016. Report to address:
8605 6 Armored Cavalry Rd, Fort Meade, MD 20755 ; [*®5°

b)(3) USSC

3.B.3.H. (SA/REL _TQ USA[MV3c14@USC | proyide a Focal Point
Program Control Officer (FPPCO), Integrated Joint Special
Technical Operations (IJSTO) Chief, and Special Access Program
Coordination Office (SAPCO) IOT address and manage
administrative requirements to include, but not limited to
billet management, resourcing crisis contingency billets, read-
ons, security requirements, and other required briefing.

3.B.3.I. (U) Identify requirement for and provide enclave access
and work space IS0 planning and IA collaboration.

b){1} Sec 1.4(2) USSC

3.B.3.7. { |Conduct planning and
coordinate witth”“““W$c for potential
cyberspace operations[“““”‘muxc [to counter ISIL.

3.B.3.K. (U//¥OU0) Conduct Phase III planning ISO the C-ISIL
effort.

3.B.3.L. (U//¥QUQ) Coordinate with SID Cyber on all SIGINT
administrative requirements (i.e., Mission Correlation Tables
{MCTs), SPC access, CMF alignment, etc.).

3.B.3.M. (U//EQUR) Establish transition c¢riteria and execute
transition of C-ISIL planning to JTF-ARES for assumption of the
mission to counter ISIL in cyberspace.

3.B.4. (U) USCYBERCOM J4.

3.B.4.A. (U//FOUQ) ICW NSA Installation and Logistics (ISL) and
office of primary responsibility (OPR} space managers, determine
viable solutions for facilities, seating, and logistics support
for JTF-ARES perscnnel to reside within applicable

NSA Cryptologic Enterprise locations within NSA-W. Provide cost
estimates to USCYBERCOM J8 NLT 25 April 2016.

3.B.5. (U) USCYBERCOM J5,

SECRET//RELTO USA, [PI1) Sec 1.4} USSC
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3.B.5.A. (U//EQUO) Provide recommendations to strategy and
policy that may assist JTF-ARES in achieving current and future
C-ISIL cyberspace objectives.

3.B.5.B. (S//REL TO USA, P75 | gupnort the facilitation of

. . . . . By(1) Gec 1.4(a) USSC
[Set4@ S | coordination, planning, and operations with [7V5F OV

by ensuring appropriate authorities and policies are in place
IOT support JTF-ARES and associated USCYBERCOM J3 activities.

3.B.5.C. (S//REL TO USA, rb}(ﬂ)Sec'M(a) USSC I Complete a rb)mch T4(a) USSC |
?3%”“”““ Plan to guide USCYBERCOM efforts to posture for
U%fS%Sec T.4(8) cyberspace operations rb)(1)Sec 1.4{a) USSC —I

3.B.5.D. (U//¥QUQ) BPT provide personnel to JTF-ARES for a
future plans billet.

3.B.6. (U) USCYBERCOM J6.

3.B.6.A. (U//FOUQ) As requested by JTF-ARES, provide support to
the following: 1) Develop a knowledge management site for
collaboration within JTF-ARES and for organizations involved in
this effort; 2) Create individual and organization e-mail
accounts; 3) Create e-mail distribution lists; 4) Create active
directory groups; 5) Provide POLYCOM and Video Teleconferencing
(VIC) capabilities and support.

3.B.7. (U) USCYBERCOM J8.

3.B.7.A. (U//BQUQ) Collect and document funding expended by each
Service (quarterly) ISO JTF-ARES.

3.B.7.B. (U//®QUQ) Continue existing capability and
infrastructure development efforts ISO this effort and
coordinate new resource requirements with the Services, Service
Cyber Components, and JTF-ARES.

3.B.8. (U) USCYBERCCM J9.

3.B.8.A. (U//FOUQ) Identify existing and/or planned technical
capabilities to JTF-ARES that may support operational
objectives.

3.B.9. (U) STAFF JUDGE ADVOCATE (SJA).

3.B.9.A. (U//BQUQ) Provide legal opinion and services to JTF-
ARES ISO mission requirements.

SECRET//REL T USA, [b)”) Sac 1.4() USSC |
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3.B.10. {U) PUBLIC AFFAIRS OFFICE (PRO).

3.B.10.A. (U//EOUQ) BPT produce and disseminate appropriate
strategic communications messages and talking peoints ISO JTF-
ARES and its operatiocns.

3.B.11. (U//¥QUO) JTF-ARES.

3.B.11.A. (U) Conduct Commander’'s estimate to determine
requirements and operational approach to accomplish
CDRUSCYBERCOM approved Lines of Effort (LOEs) and objectives as
described in Ref J with execution level details and timelines.
Include a refinement of previously developed Mission Analysis
({Ref J). Provide Commander’'s estimate to CDRUSCYBERCOM NLT 31
May 2016.

3.B.11.B. (U//FQUQ) Upon completion of task identified in
3.B.11.A., define requirements for “General Support” and how
JTF-ARES will receive, validate, and prioritize Combatant
Command (CCMD) operational requirements.

3.B.11.Cc. (U//FOUQO) Ensure seamless feedback mechanism is
implemented to verify CCMD operational requirements are being
tracked and actioned in a timely manner.

3.B.11.D. (U//F¥QUQ) Achieve IOC and report status to
CDRUSCYBERCOM NLT [T ] 10¢ is defined as havingof
the JMD-designated billets filled and in place at NSA-W with the
appropriate skill sets.

3.B.11.E. (U//EQUQ) Achieve FOC and report status to
CDRUSCYBERCOM NLT [*7 "o 4@ teee FOC is reached when JTF-ARES

demonstrates the ability to perform the following Mission
: . I‘b)u Y Sec 1.4(a) USSC |

sec14@USSE Ay Coordinate, integrate, synchronize, and deconflict
CO; 5) Transition Phase I C-ISIL planning and CO from USCYBERCOM
Headquarters (HQ), Service Cyber Components (SCCs) and Joint
Force Headquarters - Cyber (JFHQ-C) and conduct all Phase II
planning and CO.

3.B.11.F. (S#-AREL_IBO—USA,P“)&“AMUEEC lﬂstablish processes for

. . T : B)(1) Sec 14(a) USSC
sharing potential target information [™V°™* |
b)(T) Sec 1.4(a) USSC j J

Ui‘sc’g°°‘-““’| within JTF-ARES, specifically for LOE 5 (See Ref J).

SECRET//RELTO USA, [0)!) Sac14(@) USSC
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3.B.11.G. (S//REL TO USA, P50 ] conduct cyberspace (C-ISR)

activities ISC C-ISIL cbjectives as described in Ref J.

3.B.11.H. (S//REL TO USA, [XV5=4GIUSC | pnaure requests for [N/Se4@UST

[b)(ﬂ Sec 1.4(a) USSC

3.B.11.I. (S//REL TO USA [PV cT*@< | 1qontify personnel directed
to resource JTF-ARES who do not meet[”5c'#@USSC ecurity

clearance, polygraph, and foreign national association
requirements for badging and access tor"’”’secmmUSSC |

3.B.11.J. (U//EQUO) Support JTF-ARES security accesses, to
include but not limited to SPC, sub-GAMMA, and alternative or
compensatory control measures (ACCM), through staff ccordination
with the appropriate USCYBERCOM managing organization.

3.B.11.K. (U) Manage and perform Intelligence Oversight
requirements.

3.B.11.L. (U) Manage and conduct Foreign Disclosure Officer
(FDO) activities and processes.

3.B.11.M. (SA/REL-TO USA, Identify personnel required
to complete SPC training.

3.B.12. (U) JFHQ-C {(ARMY) / ARCYBER.

3.B.12.A. (S//REL-TO USA, [V"5c'4@U¢ | petahlish JTF~ARES to
execute CDRUSCYBERCOM-directed CO.

3.B.12.B. (U//FQUQ) Provide a 3-star General Officer to serve as
the Commander of JTF-ARES.

3.B.12.C. (U//FQUO) Establish a planning team to lead the
organization and implementation of JTF-ARES.

3.B.12.D. (U//FQUQ) ICW USCYBERCOM, identify a work location
within NSA-W capable of accommodating JTF personnel.

3.B.12 . E. (U//EQUQ) Establish a Plan of Action and Milestones
(POA&M) for the integration of all personnel, to include
interagency and coalition partner personnel, into the identified
work location(s), with IOC NLT['">'™™]angq Foc NLT
for the JTF.

3.B.12.F. (U//®QUQ) Generate the requirements for a JMD and BPT
provide personnel to JTF-ARES based on manning requirement
approved by CDRUSCYBERCOM. A JMD will be provided SEPCOR as part

SECRETALREL TO USA - [OX1) Sec14(a) USSC
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of a FRAGO to this TASKORD once approved by CDRUSCYBERCOM.
Select personnel to be identified by the JTF-ARES Commander
perscnnel must have taken NSA required classes for SPC access
NLT fb’(1)3°°1'4(a)ussc The reporting date for JTF-ARES main body
personnel is 1000-1100, 28 April 2016. Report to address: 8605
6™ Armored Cavalry Rd, Fort Meade, MD 20":'55,'F”(3)lJSSC

[b)(S) UssC |

3.B.12.G. (S//REL TO USA, [P"*"@"C  lprovidef0%c Ic-ISR, and C-
OPE tactics and capability development tailored to deliver
desired cyberspace effects as developed by JTF-ARES.

3.B.12.H. (U) Provide technical development and assurance for
future capabilities.

3.B.12.1. (S//REL TO USA, P"S<T@UST | patablish processes for
b){1) Sec 1.4{a) USSC |

sharing potential target information
b)(1) Sec 1.4(a) USSC |
[5_’%%%,-3“”“‘“’] with JTF-ARES.

3.B.12.J. (U//F¥OUQ) BPT support re-alignment of CMF teams as
required to support JTF-ARES.

3.B.12. K. (U//FQUQ) Develop estimate of funding required to
establish and maintain JTF-ARES broken down into a funding
schedule based on the following: temporary duty (TDY) costs and
NSA information technology (IT) shortfalls. Provide estimate to
Services and USCYBERCOM J8 NLT 25 April 2016.

3.B.12.L. (U//EOUO) Provide risk assessment to existing ARCYBER
/ JFHQ-C {(Army) missions based upon force reallocation to JTF-
ARES. Risk assessment is due to the USCYBERCOM J3 NLT 15 May
2016.

3.B.13. (U) CYBER NATIONAL MISSION FORCE (CNMF).

3.B.13.A. {(U//FQUQ) Provide personnel to JTF-ARES based on
manning requirement approved by CDRUSCYBERCOM. A JMD will be
provided SEPCCR as part of a FRAGO to this TASKORD once approved
by CDRUSCYBERCOM. Select personnel to be identified by the JTF-
ARES Commander personnel must have taken NSA required classes

for SPC access NLT [ o #5550 The reporting date for JTF-ARES
main body personnel is 1000-1100, 28 April 2016. Report to
address: 8605 6™ Armored Cavalry Rd, Fort Meade, MD 20"."55;["’(3)USSC |

b)(3) USSC

SECRET//REL TO USA, [bKT) Sec4a)UssC
r
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SECRET//REL TO USA, |

3.B.13.B. (SA/REL TO-USA, [T 05 | gupportfilie. |c-ISR, and

cyberspace operational preparation of the environment (C-OPE)
tactics and capability development tailored to deliver desired
cyberspace effects as developed by JTF-ARES.

3.B.13.C. (U) Provide technical development and assurance for
future capabilities.

3.B.13.D. (U//EQUQO)} BPT support re-alignment of CMF teams as
required to support JTF-ARES.

3.B.13.E. (U//EQUQ) Provide risk assessment to existing missions
based upon force reallocation to JTF-ARES. Risk assessment is
due to the USCYBERCOM J3 NLT 15 May 2016.

3.B.14. (U) JFHQ-C MARINES / MARINE CORPS FORCES CYBER COMMAND
{MARFORCYBER) .

3.B.14.A. (U//EQUQ) BPT provide personnel to JTF-ARES based on
manning requirement approved by CDRUSCYBERCOM. A JMD will be
provided SEPCOR as part of a FRAGO to this TASKORD once approved
by CDRUSCYBERCOM. Select personnel to be identified by the JTF-
ARES Commander personnel must have taken NSA required classes

for SPC access NLT [J)S% #Uss0 | The reporting date for JTF-ARES
main body perscnnel is 1000-1100, 28 April 2016. Report to
address: 8605 6™ Armored Cavalry Rd, Fort Meade, !'.'IIZ>PZO'755;|m(3)ussc |

b)(3) USSC

3.B.14.B. (S//RELTO USA, f"“”s*’“-“a’”ssc [Provide F{)3%c]C-ISR and c-

OPE tactics and capability development tailored to deliver
desired cyberspace effects as developed by JTF-ARES.

3.B.14.C. (U) Provide technical development and assurance for
future capabilities.

3.B.14.D. (U//EQUQ) BPT support re-alignment of CMF teams as
required toc support JTF-ARES.

3.B.14.E. (U//FQUO) Provide risk assessment to existing
MARFORCYBER / JFHQ-C (Marines) missions based upon force
reallocation to JTF-ARES. Risk assessment is due to the
USCYBERCOM J3 NLT 15 May 2016.

3.B.15. (U) JFHQ-C AIR FORCE / AIR FORCE CYBER COMMAND
{AFCYBER) .

/ rb)(n Sec 1.4{a) US5C ]
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3.B.15.A. (U//EFQUQ) BPT provide personnel to JTF-ARES based on
manning requirement approved by CDRUSCYBERCOM. A JMD will be
provided SEPCOR as part of a FRAGO to this TASKORD once approved
by CDRUSCYBERCOM. Select personnel to be identified by the JTF-
ARES Commander personnel must have taken NSA required classes
for SPC access NLT 31 May 2016. The reporting date for JTF-ARES
main body personnel is 1000-1100, 28 April 2016. Report to
address: 8605 6 Armored Cavalry Rd, Fort Meade, MD 20755; [V

b){3} USSC

3.B.15.B. (S//REL-TO USA, "= ] provide 3= |C-ISR and C-
OPE tactics and capability development tailored to deliver

desired cyberspace effects as developed by JTF-ARES.

3.B.15.C. (U) Provide technical development and assurance for
future capabilities.

3.B.15.D. (U//EQUQO) BPT support re-alignment of CMF teams as
required to support JTF-ARES.

3.B.15.E. (U//FQUO) Provide risk assessment to existing AFCYBER
/ JFHQ-C (Air Force) missions based upon force reallocation to
JTF-ARES. Risk assessment is due to the USCYBERCOM J3 NLT 15 May
2016.

3.B.16. (U) JFHQ-C NAVY / FLEET CYBER COMMAND (FLTCYBER) .

3.B.16.A. (U//EQUQ) BPT provide personnel to JTF-ARES based on
manning requirement approved by CDRUSCYBERCOM. A JMD will be
provided SEPCOR as part of a FRAGO to this TASKORD once approved
by CDRUSCYBERCOM. Select persconnel to be identified by the JTF-
ARES Commander personnel must have taken NSA required classes
for SPC access NLT 31 May 2016. The reporting date for JTF-ARES
main body personnel is 1000-1100, 28 April 2016. Report to EETUESS
address: 8605 6™ Armored Cavalry Rd, Fort Meade, MD 20755;|

[bus)ussc

3.B.16.B. (SA/REL-TO USA,[""™ """ | provide [[l%=]C-ISR and C-
OPE tactics and capability development tailored to deliverx

desired cyberspace effects as developed by JITF-ARES.

3.B.16.C. (U) Provide technical development and assurance for
future capabilities.

SECRET//REL TO USA, b1 Sec14a USSC
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3.B.16.D. (U//EQUQ) BPT support re-alignment of CMF teams as
required to suppert JTF-ARES.

3.B.16.E. (U//EQUQ) Provide risk assessment to existing FLTCYBER
/ JFHQ-C (Navy) missions based upon force reallocation to the
JTF-ARES. Risk assessment is due to the USCYBERCOM J3 NLT 15 May
2016.

3.B.17. (U) REQUESTED SUPPORT FROM USCENTCOM AND UNITED STATES
SPECIAL OPERATIONS COMMAND (USSOCOM) .

3.B.17.A. (U//EQUQ) Integrate JTF-ARES staff into key
USCENTCOM/USSOCOM battle rhythm events and Commander’s update to
ensure support for current and future full spectrum operations.

3.B.17.B. (U//FOUQ) Integrate JTF-ARES staff into key USCENTCOM
and USSOCOM target deconfliction processes to align current
target engagement authority (TEA) and intelligence gain/loss
(IGL) processes and enable early development of targets and
synchronization with lethal fires.

3.B.17.C. (U//FQUO) Request attendance at USCYBERCOM
Operations/Synchronization (OPS/SYNC) meetings as desired to be
kept informed and provide input on subsequent missions
associated with this order and Ref F as well as missions outside
the USCENTCOM AOH.

3.B.18. (S//REL TQ USA, [V°c'WUSSC | pRoURSTED SUPPORT [T H@USSC ™
r'b)(1;5ec1.4(a)ussc I AND CSAs rREWIE

3.B.18.A. (S//REL TO USA, [ 1@USC 1 aypport and participate in

the process for deconfliction of cyber mission forces [PSec 4TS

[b)ﬁ) Sec 1.4{ay USSC —I

3.B.18.B. (U//FQUQ) Provide intelligence support prior to and
during execution. Specific intelligence requirements will be
pPassed by the JTF-ARES Intel Fusion Cell prior to execution.

3.B.18.C. (U//FOUQ) Attend USCYBERCOM Operations/Synchronization
(OPS/SYNC) meetings as desired to be kept informed and provide

input on subsequent missions associated with this order and Ref
F

3.C. (U) COORDINATING INSTRUCTIONS.

3.C.1. (S//REL_TC USA [S=™&@C pRyscYBERCOM approves all
General Officer/Flag Officer (GOFO)
missions.

SECRET//REL TO USA , [o)1) Sec14a) USSC
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I

3.C.2. (SA/REL-TO USA, """ | y1F Commander will have target
validation, deconfliction, and concept of operations (CONOPs)

approval authorityﬁma;ﬁﬁm&c

3.c.3. (U//FQUQ) USCYBERCOM Joint Operations Center (JOC) will
use the USCYBERCOM Standing Operating Procedures (SOP) and watch
checklist to manage deconfliction procedures.

3.C.4. (U//¥QUQ) USCYBERCOM OPS SYNC process will serve as the
forum for CMF and JIATF synchronization and deconfliction across
Department of Defense (DOD) operations.

3.C.5. (U) Disclosure to foreign governments will be handled IAW
existing US policy.

3.c.6 (U//FQUO) Designated JTF-ARES key leaders/advanced echelon
{(ADVON) from the CDRUSCYBERCOM-approved JMD will report 1100hrs,
25 April 2016, to the NSA Visitor Center.

3.C.7. (U/AFQUQO) The reporting date for JTF-ARES main body
personnel is 1000-1100, 28 April 2016. Report to address: 8605

6™ Armored Cavalry Rd, Fort Meade, MD 20755; U=

[b){S) ussC

3.C.8. (U) Additional requests for suppeort will be sent SEPCOR
to NSA SID.

3.C.9. (S//REL TO USA, [PV5°'@VSC | pach service FPCO and STO
Chief: Identify personnel that are currently read-on to ACCMs
and the specific ACCMs to which each is cleared. Identify
personnel occupying a STO Billet with the associated STO billet
numbers for each. Consolidate and pass this information to the
USCYBERCOM personnel tasked as JTF-ARES acting STO Chief and
FPCO,

3.C.10. {U) OPERATIONS SECURITY (OPSEC).

3.C.10.A. (U//FOUQ) The integration of OPSEC throughout the
lifecycle of JTF-ARES is vital to sufficiently protect critical,
but unclassified information that could compromise the success
of CO and ultimately put personnel and assets at risk from a
force protection standpoint. From an administrative and planning
perspective, the discussion of CTF activities outside workspaces
and across social media is highly discouraged as is “talking
around” JTF-ARES topics on non-secure communication devices and
transmissions,

SECRET//REL—TO Uga  [bi1) Sec14(=) USSC
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3.C.11., (U) PUBLIC AFFAIRS GUIDANCE.

3.C.11.A. (U//FQUQ) Public affairs posture is in response to
inquiry. No release of information regarding this order is
authorized without prior coordination with USCYBERCOM PAO.//

GENTEXT/ADMINISTRATION AND LOGISTICS/4.

4.A., (U//¥0UQ) Administrative control (ADCON) of JTF-ARES
personnel remains with resourcing Service Commanders. It is the
responsibility of Service Cyber Component Commanders to ensure
that tasked JTF-ARES positions remain staffed with qualified
personnel until it is disbanded.

4.B. (U) FUNDING. USCYBERCOM funding is limited to facilities,
administrative supply support, and IT at NSA-W. All other
funding requirements are the responsibility of the Services. All
Service Components/Organizations incurring incremental costs ISO
this TASKORD will separately track and report those costsg to
Service Comptrollers and USCYBERCOM J8 by means and in formats
prescribed by the Service for subsequent reporting to the
Defense Finance and Accounting Service (DFAS), IAW DoD Financial
Management Regulation7000-14R, Volume 12, Chapter 23, para 2308.

4.C. (U//ECUQC) USCYBERCOM subordinate units will ccordinate with
the ARCYBER and where applicable, USCYBERCOM Directorate
representatives (i.e., J1, J3, J4, J6, J8 or S80) on JTF-ARES
JMD position fills, network accounts, building accesses,
expected arrival and departure dates, and other mission related
requirements.

4.D. {(U) This is a CDRUSCYBERCOM-directed mission there are no
Joint Operation{al) Planning and Execution System (JOPES)/
Adaptive Planning and Execution (APEX) requirements.

4.E. (U//FOUQC) JFHQ-Cs and Service Cyber Components will not

send personnel TDY to Fort Meade to fill positions on JTF—%%E
b3

duty unless those personnel already have an NSA-provided
me%c |The exception is that if NSA-W personnel security

have completed the individual’s Notification of Foreign National
Association (NFNA) review and found favorable adjudication and
has provided an appeointment to the individual for an NSA SCI
read-in at Fort Meade. Personnel should proceed once they have a
scheduled read-in appointment.
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4 . F. (U) This order and all references will be posted at
(https://www.cybercom,.smil.mil/j3/orders/default.aspx).//

GENTEXT/COMMAND AND CONTROL/5.

5.A. (U//EOUQ) USCYBERCOM will retain operational control
(OPCON) of JTF-ARES. All tactical forces allocated to JTF-ARES
will be OPCON to the JTF Commander,

5.B. (U//FQUQ) The Cyberspace Cperations Teams (COTs) are
general support to JTF-ARES.

5.C. (U//FOUO) 001 CMT is general support to JTF-ARES.

5.D. (U) All DoD compcnents will acknowledge receipt and
understanding of this TASKORD within 24 hours via official
message traffic or email to:
({https://intelshare.intelink.sgov.gov/sites/uscybercom/JOC/Order
s/Lists/Orders%$20Acknowledgement/AllItems.aspx) .

5.E. (U) POINTS OF CONTACT (POCs).

5.E.1, (U//FQUQR) Primary POC for this order is:
b){3) USSC

5.E.2. (U//FQUQ) Alternate POC:

b)(3) USSC

LE_EL_(HLM_ALMI& POC:
D)(3) USS

5.E.4. (U/iEQUQ) After Hours POC: USCYBERCOM JOC Duty Officer
(JDO)

NSTS: 969-1645

COMM: 443-654-4804

NIPR: JOCOPSECYBERCOM.MIL
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STPR: JOCOPSECYBERCOM, SMIL.MIL
NSANet/JWICS: JOCOPS@NSA.IC.GOV.

5.F. (U) Request for information regarding execution of this
order, amplifying guidance, and/or additional details are tc be
submitted at this link:
(https://intelshare.intelink.sgov.gov/sites/uscybercom/ques/RFI

.asEx)

GENTEXT/AUTHENTICATION/MICHAEL S. ROGERS, ADM, USN, USCYBERCOM
COMMANDER/ /

ARNLDG/YES//

Classified By:

Derived From: USCYBERCOM SCG
Dated: 20160503
Declass On: 20410503//
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